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Abstract:

Cloud computing has emerged as one of the computing methods in which computer resources
are presented as services, and users are available to access them via the Internet (the cloud)
without the need to possess knowledge, experience, or control of the infrastructure that supports
these services. Cloud computing is also viewed as a general concept that includes Software as
a Service (SaaS), Platform as a Service (PaaS), and Infrastructure as a Service (laaS) in the
world of technology that shares the idea of relying on the Internet to meet the computing needs
of users. Thus, the research objectives are: the definition of cloud computing, its types and
Magqasid Al-shari‘ah, description of the role of cloud computing in the service of protection of
Faith (Din), protection of lives (Nafs), protection of wealth (Mal), protection of intellect ('Aql)
and protection of progeny (Nasl) to help solve problems in times of crisis.

Keywords: Cloud Computing, Magasid al-Shari“a, Problems Solving.

1. Introduction

Technologies such as cluster, grid, and now, cloud computing, have all aimed at allowing
access to large amounts of compute power in a fully virtualized manner by aggregating
resources and offering a single system view. In addition, an important aim of these technologies
has been delivering computing as a utility.

Utility computing describes a business model for on-demand delivery of computing power;
consumers pay providers based on usage (“pay-as-you-go”), like how we currently obtain
services from traditional public utility services such as water, electricity, gas, and telephony
(John Wiley & Sons, Inc, 2011). During the past few years, cloud computing has become key
to the IT buzzword (Won Kim & et 2019). In our daily lives, we use cloud computing without
noticing. We continuously use email, google, and other cloud services.


mailto:1yasser.tarshany@mediu.edu.my
mailto:2yazeed.alsayed@mediu.edu.my

International Journal on Islamic Applications in Computer Science And Technology, Vol. 10, Issue 2, June 2022, 07- 19

e

Servers

e

Laptops

Application

Desktops

‘; .. ; %
Monitoring — Collaboration .
s Finance
Content Communication

Platform
I'N!A'!.L'.,'.'\!.',!, ‘
Identity Queue _
Object Storage Runt|me Database
Infrastructure

i

Compute

- S

Network
Block Storage

Phones Tablets

Figure 1. Cloud computing Concept

The paper contributes to the correct use of cloud computing to achieve the Magasid al-Shari ah
and solve problems.

1. Clouds n the Quran and Sunnah

Clouds in the roots of the Arabic language:
The cloud: from which rain comes, named because it withdraws into the air, and the
combination is clouds, clouds, and clouds (bin Mnazor, 1994).

Shb: (the cloud) the clouds and its combination (clouds) (Abdul Qader Al-Razi, 1418).
There are many verses in the Holy Quran about clouds such as:

[164 o)sﬂ\] {ujha_' ?}d g_z\_ay U"JY\j ;L«J\ gy M\ u\;uj\j}
and clouds which are held between the sky and the earth, are indeed Ayat (proofs,
evidences, signs, etc.) for people of understanding. [2:164].

dswmh;)aiﬁcw\mu}\ﬁmﬂﬂam\jmbm;\h\ \g\@;m)dmw\ycu)\@}dm 3}

[57 u\)ﬂ:‘}”] {u}ﬁmeﬁd‘;ﬁ}d\cﬁdﬂﬁu\)‘d\

And it is He Who sends the winds as heralds of glad tidings, going before His Mercy (rain).
Till when they have carried a heavy-laden cloud, we drive it to a land that is dead, then We
cause water (rain) to descend thereon. Then We produce every kind of fruit therewith.
Similarly, we shall raise up the dead, so that you may remember or take heed. [7: 57]

J12 rae U] {OEN QAL £oids \Mbjtaj;wm?&fdm,z}
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It is He who shows you the lightning, as a fear (for travellers) and as a hope (for those who
wait for rain). And it is He Who brings up (or originates) the clouds, heavy (with water) [13:12]
43 o] {An G5 S WAL a5 A O 6 A

See you not that Allah drives the clouds gently, then joins them together [24 43].
[48 (“JJS\ {c@uﬁc@\@@h@ﬁch}\ du}dﬂ\an\}

Allah is He Who sends the winds, so they raise clouds, and spread them along the sky as He
wills [30:48].
9 :h] {5 s SN g3 a3 a1 4 LEnala cia oy 1) LS AL, 588 ZU ) () qur\ 3}

And it is Allah Who sends the winds, so that they raise up the clouds, and We drive them to a
dead land, and revive therewith the earth after its death. As such (will be) the Resurrection!
[35:9]. o )
[44 15kl {2585 a1 51 Ul oLl (h LS 1505 O3}
And if they were to see a piece of the heaven falling, they would say: "Clouds gathered in
heaps!" [52:44].
[88 JA.J\] {u}hs.r\.u).u;m\ c@»dsus;\ Lgﬂ\&l\@mu\;.ul\ f)mumjcda\al.@_mmdhﬂ\ ng.r}}

And you will see the mountains and think them solid, but they shall pass away as the passing

away of the clouds. The Work of Allah, who perfected all things, verily! He is Well-Acquainted

with what you do. [27:88]. And there is the difference between them. So, the raining from

maybe benefit or harm. There is a duaa about raining from clouds:

b g AN 8155 L (il L 261l (0B Shaall 5 1 utsesu}u;m\gmw Jsh)y &) -ClE Lile fe
I Jaadl) - clandiu)

‘A'isha told that when God's Messenger saw rain he said, “O God, send a beneficial downpour."
Bukharr transmrtted |t Chapter Prayer for Raln Sectlon 1
(@L}]Y\) C_IA.AA A}\A }1\ "\)J PPV *lc g_xs.\la\a d\ﬁ «d;\ ).\S‘—

Jabir said he saw God’s Messenger raising his hands in supplication. Then he said, “O God,
give us rain which will replenish us, abundant, fertilizing and profitable, not injurious, granting
it now without delay.” He said that thereupon the sky became overcast. Abu Dawud transmitted
it.

Cloud computing can be used in the right or the wrong way, therefore we need to use it to

benefit the community not harm it.

Allah said: ] . o )
[28 sal ] { D3l I zéas8 1 51aT5 158 ) Caaas 1 1% Gdll ) S5 21y

Have you not seen those who have changed the Blessings of Allah into disbelief (by denying
Prophet Muhammad SAW and his Message of Islam), and caused their people to dwell in the
house of destruction? [14:28].

2. The Meaning of Cloud Computing
Cloud computing is a model for enabling ubiquitous, convenient, on-demand network access
to a shared pool of configurable computing resources (Olivier Brian& et, 2012).
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3. Types of Clouds
There are different types of clouds that you can subscribe to depending on your needs. As a
home user or small business owner, you will most likely use public cloud services.
1. Public Cloud - A public cloud can be accessed by any subscriber with an internet
connection and access to the cloud space.
2. Private Cloud - A private cloud is established for a specific group or organization and
limits access to just that group.
3. Community Cloud - A community cloud is shared among two or more organizations
that have similar cloud requirements.
4. Hybrid Cloud - A hybrid cloud is essentially a combination of at least two clouds,
where the clouds included are a mixture of public, private, or community. (Alexa Huth
and James Cebula, 2011).

4. Three Types of Service Models

Software as a Service (SaaS), Platform as a Service (PaaS), and Infrastructure as a Service
(1aaS). These three types differ in the amount of control that you have over your information,
and conversely, how much you can expect your provider to do for you. Briefly, here is what
you can expect from each type.

1. Software as a Service - A SaaS provider gives subscribers access to both resources and
applications. SaaS makes it unnecessary for you to have a physical copy of the software to
install on your devices. SaaS also makes it easier to have the same software on all your devices
at once by accessing it on the cloud. In a SaaS agreement, you have the least control over the
cloud.

2. Platform as a Service - A PaaS system goes a level above the Software as a Service setup.
A PaaS provider gives subscribers access to the components that they want to develop and
operates applications over the internet.

3. Infrastructure as a Service - An laaS agreement, as the name states, deals primarily with
computational infrastructure. In an laaS agreement, the subscriber completely outsources the
storage and resources, such as hardware and software, that they need. (Alexa Huth & James
Cebula, 2011). We will focus in this article on the role of cloud computing to achieve the
objectives of shariah

5. The Role of Cloud Computing to Achieve the Objective of Protection of Faith (Din)
in Solving Problems at a Time of Crisis

5.1 Fatwa

We can use cloud computing in keeping the data of questions and answers and use it in Fatwa

to study the new issue in our life. We need to solve the disadvantages of cloud computing to

satisfy our religion by using ii IT Ethics. There are many disadvantages of cloud computing

including:

5.2 Security And Privacy

The integrity of personal information has become a major issue not only for cloud computing
but also for on-premises computing. It is nearly impossible to guarantee 100% security and
privacy protection against all possible sources of violation, including the inevitable software
bugs, the growing sophistication of hackers, inadequate procedures, human malfeasance, and
human errors. Cloud computing vendors must adopt the most sophisticated and up-to-date tools
and procedures and strive to provide better security and privacy than is available for on-
premises computing. (Won Kim & et 2019).
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The information housed on the cloud is often seen as valuable to individuals with malicious
intent. There is a lot of personal information and potentially secure data that people store on
their computers, and this information is now being transferred to the cloud. This makes it
critical for you to understand the security measures that your cloud provider has in place, and
it is equally important to take personal precautions to secure your data. (Alexa Huth and James
Cebula, 2011).

Alibaba Cloud provides end-to-end security services and has developed cutting-edge Al
technology for security identification and risks analysis. Its accumulated experience from
various and massive security attacks — that’s 800 million attacks and 200 million passwords
cracked every day — ensures that your business threats and attacks are minimized on the cloud.
https://www.thestar.com.my/starpicks/2021/07/22/why-malaysian-businesses-should-adopt-
cloud-computing (Thursday, 22 Jul 2021, 12:24 PM).

5.3 Support

Both enterprise users and end-users require support for problem resolution. This is the case for
both cloud computing and on-premises computing. Today’s free SaaS cloud users are left pretty
much on their own. Enterprise users pay for support. Cloud computing vendors must hire and
train adequate support staff to provide better support than what the users are accustomed to
with on-premises computing. Cloud services should be designed for easier usability than on-
premises computing in the first place. (Won Kim & et 2019).

5.4 Vendor Lock-in and Interoperability

Vendor lock-in is a concern that users always have but in practice. Interoperability and
industry-wide standards have alleviated this concern in the case of other technologies.
Interoperability means easy migration and integration of applications and data between
different vendors’ clouds. This does not seem to have received much press as a major concern
yet, probably because the market is in its infancy and not many users have faced the problems
yet. (Won Kim & et 2019).

55  Compliance

Enterprise users must maintain business legal documents and assure their integrity to comply
with various laws, such as Sarbanes-Oxley (SOX) and the health insurance portability and
accounting act (HIPAA). Cloud computing vendors must adopt technologies to ensure that
their enterprise users’ data satisfy their compliance requirements. Again, this does not seem to
have received much press as a major concern yet. (Won Kim & et 2019).

The cloud makes it possible for you to access your information from anywhere at any time.
While a traditional computer setup requires you to be in the same location as your data storage
device, the cloud takes away that step. The cloud removes the need for you to be in the same
physical location as the hardware that stores your data. Your cloud provider can both own and
house the hardware and software necessary to run your home or business applications. (Alexa
Huth & James Cebula, 2011).

This is especially helpful for businesses that cannot afford the same amount of hardware and
storage space as a bigger company. Small companies can store their information in the cloud,
removing the cost of purchasing and storing memory devices (Alexa Huth & James Cebula,
2011).

11



International Journal on Islamic Applications in Computer Science And Technology, Vol. 10, Issue 2, June 2022, 07- 19

6. The Role of Cloud Computing to Achieve the Objective of Protection of Life (Nafs)
in Solving Problems at a Time of Crisis

6.1 Cloud Computing in Medical

Many services have been made in healthcare when we use cloud technology. Community
clouds can be considered a subset of public clouds offering a range of services (including
infrastructure-, software- or platform-as-a-service) that are tailored to a specific vertical
industry (such as government, healthcare, or finance). The National Institute for Standards and
Technology defines them as “an infrastructure shared by several organizations that supports a
specific community that has shared concerns.” (Olivier Brian& et, 2012).

6.2 Solve The Crisis

We can solve the crisis of Covid-19 by using the data in cloud computing. Countries will decide
how to use cloud computing to treat Covid-19 by setting up the right rules. Data can also be
uploaded to the healthcare facility’s dedicated cloud technology and the user’s private data in
the cloud. All in all, cloud technology is an excellent approach to patient care.

6.3  Speed
Cloud computing will help in protecting our lives with its speed. When needing new medicine
for the patients, we will find it in the data with cloud computing.

7. The Role of Cloud Computing to Achieve the Objective of Protection of Reason
("Aql) in Solving Problems at a Time of Crisis

7.1 Cloud Computing in Education

A shared community cloud would provide multiple benefits to education and research: a cost
reduction resulting from economies of scale and a decrease in the number of isolated
applications; improved agility and scalability via frictionless access to a large pool of resources;
easy evaluation of new services through a shared environment; and higher efficiency and
effectiveness through improved cooperation between institutions (Olivier Brian & et, 2012).

Education and research clouds as platforms for sharing vertical applications. Many academia-
specific applications have been successfully implemented on an individual campus level.
Occasionally, they are shared with other institutions on an ad-hoc basis. A shared (community)
cloud platform would significantly facilitate this exchange as such applications could be
offered to other institutions as Software as a Service (SaaS). A research and education app
store? An app store can be defined as a marketplace for the sharing and reuse of online business
applications, services, and components between academic institutions or institutions in primary
or secondary education.

It can be thought of as a portal where commissioners or purchasers of services can browse a
catalog of available services. The app store will also provide detailed information relating to
the costs, capacity, service levels, and lead times for getting a particular service live. As a key
part of the community cloud, the app store must be fully resilient and fault-tolerant. The long-
term vision for the organization of academic IT infrastructure Academic IT systems could soon
be composed of a wide spectrum of infrastructures at different levels. In the end, large parts of
the computing and storage requirements in research, teaching, and administration could be
carried out cost-effectively on public clouds.

12
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On the other end, on-site private clouds could be used for highly specialized or security-
sensitive applications. In between, community clouds could provide trusted platforms
supporting cooperation and community-driven innovation. National academic communities are
clear candidates for pioneering community clouds, but other concepts are equally viable:
nationwide public-sector clouds, such as the French Andromede project, or pan-European
sector-specific clouds) Olivier Brian& et, 2012).

7.2 Cloud Computing in Research and Science
As the research and education community have special needs, we should focus on the sector-
specific and pertinent challenges, not just “duplicate” commercial clouds.

e Establish and maintain an up-to-date legal framework for cloud services that delineates
which cloud services (private, community, and public) can be used under what
conditions and establishes the conditions and limitations for cloud services provision out
of Switzerland to foreign users.

e Preserve and leverage the important investments made in ID management (SWITCHaali,
Shibboleth), to provide a transparent single sign-on to cloud services for the Research &
Education community.

¢ Increase the reusability of data across projects and time. Upcoming national initiatives
for the management of scientific information will create new opportunities or obligations
for researchers concerning data management, long-term archiving, and other access by
third parties.

e Implement related processes and systems for supporting the new approach.) Olivier
Brian& et, 2012).

8. The Role of Cloud Computing to Achieve the Objective of Protection of Property
(Mal) in Solving Problems at a Time of Crisis

8.1 Cloud Computing Zakat

We can also use cloud computing in zakat. We have many data on the people that may need
the zakat and the money from rich people. In this way, the company can use cloud computing
to help the poor.

8.2 Cloud Computing Waqf
One of the new ways to use cloud computing in Alwagaf is to save the data in cloud computing
and use the data and the money to serve the community across the waqf.

8.3 Cloud Computing in Islamic Banks
It is very important nowadays to use cloud computing in Islamic banking and save the data in
the cloud using good security.

8.4 Innovate
These days, cloud computing will enable us to analyze huge data easily. This will help us
minimize costs and be able to innovate for a better tomorrow.

8.5  Application Development

We can speed up application development time by using cloud computing to analyze data
across the business. Using cloud computing will help us in storing, backing up, and recovering
data quickly and easily without worrying about encountering any issues with the data.

13
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8.6  Reduced Data Storage Costs
By using cloud computing we will reduce costs due to the lack of need for multiple buildings
to save the data.

8.7  Robust Security of Information

Some many Cyber-attacks and thefts have been on the rise in companies, so we need to make
robust security by keeping our data in cloud computing. All the companies’ businesses should
adopt cloud computing to reduce costs. Instead of building many buildings for storing the data,
they can put it in cloud computing. For example, they can use Alibaba Cloud. Founded in 2009,
Alibaba Cloud is a global leader in cloud computing and artificial intelligence (Al), providing
services to thousands of enterprises, developers, and government organizations in over 200
countries and regions.

https://www.thestar.com.my/starpicks/2021/07/22/why-malaysian-businesses-should-adopt-
cloud-computing (Thursday, 22 Jul 2021, 12:24 PM).

8.8 Flexibility

Cloud computing helps employees to be more flexible in their job practices. Cloud computing
can be used online anywhere at any time. This means that employees do not need special
buildings to finish their tasks.

8.9 No Worry About Hardware and Software

You will not need to worry about your hardware and software. All you need to do is focus on
the cloud and your data. Cloud computing refers to a computing platform that can dynamically
provide, configure, and reconfigure servers to address a wide range of needs, ranging from
scientific research to e-commerce (Paul T. Jaeger, Jimmy Lin & Justin M. Grimes, 2008).

ROOTS OF CLOUD COMPUTING: We can track the roots of clouds computing by observing
the advancement of several technologies, especially in hardware (virtualization, multi-core
chips), Internet technologies (Web services, service-oriented architectures, Web 2.0),
distributed computing (clusters, grids), and systems management (autonomic computing, data
center automation (John Wiley & Sons, Inc, 2011).

Like most technologies, cloud computing evolved from a need. The tremendous growth of the
Web over the last decade has given rise to a new class of “Web-scale” problems—challenges
such as supporting thousands of concurrent e-commerce transactions or millions of searches
queries a day. The natural response of technology companies has been to build increasingly
large data centers to handle the ever-growing load; these data centers consolidate a great
number of servers (hundreds, if not thousands) with associated infrastructure for storage,
networking, cooling, etc. Over the years, technology companies, especially Internet companies
such as Google, Amazon, eBay, or Yahoo!, have acquired a tremendous amount of expertise
in operating these large data centers. (Paul T. Jaeger, Jimmy Lin & Justin M. Grimes, 2008).

8.10 Scalability

Cloud services can scale elastically. This means that they can provide the right number of
resources when needed, and businesses never have to pay for more than they need. With a
traditional on-site data center, a company typically has either more or fewer resources than they
need.

14
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8.11 Productivity

Because a business's IT professionals no longer need to set up the hardware for servers, patch
software, or perform other time-consuming tasks, they can spend more time achieving
business-advancing goals.

8.12 Performance

Cloud providers have a worldwide network of servers and resources that are updated regularly
to the latest hardware and technologies. This means that services running on the cloud have
less network latency and a greater economy of scale.

8.13 Reliability

Cloud computing makes data backup simple, quick, and less expensive. A business’s data and
services can be mirrored across different sites within a cloud provider’s network, so data is
never lost and can be recovered in a matter of seconds or minutes.
https://www.codecademy.com/resources/blog/what-is-cloud-computing/.

8.14 The Interests

The unique nature of cloud computing—and the potential for it to become a truly ubiquitous
technology employed by individuals, academic institutions, corporations, and perhaps even
government agencies—provides an opportunity to consider essential issues of technology and
policy that seem destined to continue to grow in significance as technology continues to evolve.
(Paul T. Jaeger, Jimmy Lin & Justin M. Grimes ,2008). Computing as you know it is about to
change, your applications and documents are going to move from the desktop into the cloud.
(Shivaji P. Mirashe, Dr. N.V. Kalyankar, 2010).

Cloud computing isn’t network computing. With network computing, application or documents
are hosted on a single company’s server and accessed over the company’s network. Cloud
computing is a lot bigger than that. It encompasses multiple companies, multiple servers, and
multiple networks. Plus, unlike network computing, cloud services and storage are accessible
from anywhere in the world over an Internet connection; with network computing, access is
over the company’s network only. (Shivaji P. Mirashe, N.V. Kalyankar, 2010).

9. The Role of Cloud Computing to Achieve the Objective of Protection of Offspring
(Nasl) in Solving Problems at a Time of Crisis

9.1 Cloud Computing for the Family

Centralizing Email Communications 2) Collaborating on Schedules 3) Collaborating on
Grocery Lists 4) Collaborating on To-Do Lists 5) Collaborating on Household Budgets 6)
Collaborating on Contact Lists 7) Collaborating on School Projects 8) Sharing Family Photos
(Shivaji P. Mirashe, N.V. Kalyankar, 2010)

9.2 Cloud Computing for the Community
1) Communicating Across the Community.
2) Collaborating on Schedules.
3) Collaborating on Group Projects and Events (Shivaji P. Mirashe, N.V. Kalyankar,
2010).

9.3 Cloud Computing for the Corporation
1) Managing Schedules
2) Managing Contact Lists

15


https://www.codecademy.com/resources/blog/what-is-cloud-computing/

International Journal on Islamic Applications in Computer Science And Technology, Vol. 10, Issue 2, June 2022, 07- 19

3) Managing Project

4) Collaborating on Reports

5) Collaborating on Marketing Materials

6) Collaborating on Expense Reports.

7) Collaborating on Budgets

8) Collaborating on Financial Statements

9) Collaborating on Presentation (Shivaji P. Mirashe, Dr. N.V. Kalyankar, 2010)

For example, cloud computing can be used to determine the family budget, monthly
expenses, and financial statements for each family member, make a monthly report for each
individual and specify family shopping requirements.

Undoubtedly, just as there are advantages to using cloud computing to achieve Magasid al-
Shariah, there are also disadvantages, such as data theft or online attacks that cause harm
to users.

10.  Conclusion
» Cloud computing is very important in solving problems in times of crisis.
« There are many roles of cloud computing that achieve the objectives of Islam (Magasid
al-Shari a): Protection of Faith (Din), Life (Nafs), Reason ('Aqgl), Property (Mal), and
offspring (Nasl).

The recommendation: We need to develop cloud computing in our lives and use it to achieve
the objectives of shari’ah (Maqasid Al-Shari ah).
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